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Abstract: Under the background of the deepening of new engineering construction and the i-
ncreasing prominence of the strategic demand for network space security, traditional cryptog r
aphy and network security courses face problems such as lagging teaching content, single t-ea
ching methods, weak practical ability, and insufficient effectiveness in talent cultivation. Guid-
ed by the OBE (Outcomes-Based Education) concept and integrated with Keller's ARCS Motivat
-ion Design Model, this paper proposes a teaching reform model driven by the dual wheels of
"innovation and practice". By constructing a dynamically updated knowledge system, establish
-ing a "Cryptography in Five Minutes" exploration and sharing mechanism, deepening the int-
egration of competition and teaching as well as school-enterprise collaboration, reconstructing

the experimental teaching platform and diversified evaluation system, and organically integrat-
ing ideological and political education into the whole process, a one - stop teaching path of

"solidifying the foundation - leading the cutting - edge - active exploration - value shaping" is
formed. Practice has shown that this model effectively enhances students' learning initiative,
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engineering practice ability, and professional sense of responsibility, and realizes the transform
ation from "knowledge transmission” to "ability generation" and "value internalization".
Keywords: Cryptography and Network Security; Teaching Reform; OBE; ARCS Model; Ideologic
al and Political Education in Courses
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