BEEBE - s SHEBoE HIRIE 1%

“KEBOR” %%‘F?;@ﬁﬁ#&?ﬁﬁﬂkﬁ’—?

BRY, 8, maue!
( tREBIAY WL ERL¥MR, b3 100081)

BE: £ “KEBOR #IRERT, HNELREEA P EENEBRAR AL, IS5 R, B
X B — DURPANAEFE AN Se BE SR [, A SO EE B IR R MBS, RIS PSRt FEIC 5 SCBOF A 2ARMR AR,
KRG HBCASCER IS, A TS “REBOR” RER S SR 2, 7RI b, fRH B
WS EBCT = —RBeas, MRS EN, BBOTREER, ROERR, ZEARIRILIT, SOiie S i
FRISLERF T THAT 7RG, WFFRASCIR T, BEARIE, ITEFR SREO N ETTIE, BSRHEN,

Hash i, ~HENSHFEAFINBITRECEKE, SREM, ZEH B TH R IR R B O,

AR A PRI ANIRNE, RESTEARTH AR B AR, SCBRN ISR & 2 MTREI ORI, (Rt HE R 2 2R,

TRIBEIRMSHERIRIE M, AT AT M 4822 42 AR S T RHRRE T R IR B S Bee QiR 25,
XEE: NRBOR; HERE, BREREE; BeasAdor; =fi—k

DOI: https://doi.org/10.71411/jyyjx.2026 v1i4.1291

"Great Ideological and Political Course" Context : Reform
and Practice of Cryptography Course Teaching Models

Jiang Peng"’, Xu Lei', Zhu Liehuang’
(* Beijing Institute of Technology, School of Cyberspace Security, Beijing, 100081,
China)

Abstract: Under the background of "Big Ideological and Political Education" construction, addr-
essing issues such as fragmented ideological integration, disconnection between theory and pr-
actice, relatively singular teaching models, and incomplete evaluation dimensions in cryptogra-
phy course instruction, this paper systematically analyzes the practical foundation for teaching
reform by leveraging the interdisciplinary nature, prominent strategic attributes, and balanced
emphasis on theory and practice characteristic of cryptography courses. It establishes an im-
plementation pathway for the deep integration of cryptography courses with "Big Ideological a-
nd Political Education." On this basis, a trinity teaching model of "theory+practice+ideology" is
proposed, with systematic design encompassing integration principles, ideological element ex-
traction, case library construction, teaching module design, implementation processes, and ty-

pical case practices. The study employs methods such as literature analysis, instructional desi-
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gn, action research, and effectiveness evaluation to conduct teaching practices centered on ty-
pical content including block ciphers, hash functions, public—key cryptography, and digital sig-
natures. The results indicate that this model helps enhance the course's relevance to reality, p-
roblem-oriented approach, and holistic educational integrity for Homo sapiens, while improvi-
ng students' knowledge comprehension, practical application, and comprehensive analytical ab-
ilities, it also fosters the development of their national security awareness, legal consciousness,
and sense of responsibility. This research can provide references for cybersecurity and related
science and engineering courses in implementing ideological education and innovating teachi-
ng models.

Keywords: Big Ideological and Political Education; Cryptography Course; Curriculum Ideology
and Politics; Teaching Model Reform; Trinity
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